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We keep your data and privacy protected
all times. Our business practice is foun
on the strict implementation of securit
standards.

CONTINUOUS SECURITY UPDATES

All software libraries and frameworks used in our products
are regularly monitored for the latest available security patches,
which are installed according to our development policy.
Security updates are treated as high-priority tasks, ensuring
maximum reliability of all our services.

ACCOUNT PROTECTION

Passwords are hashed using modern
standard encryption algorithms and are
never stored in plain text
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RELIABLE INFRASTRUCTURE

We only work with 1ISO27001-certified
infrastructure providers

ENCRYPTION [=](Z]

All connections are forcefully T
encrypted to very strict standards

DATA LOSS PREVENTION

A multitarget geographically separated backup solution is
implemented to protect databases and file repositories and
prevent data loss. All security measures are regularly evaluated
and revised to keep your data safe.
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SECURITY IS A PRIORITY

We operate in a secure IT infrastructure that provides you
with safe and secure solutions and services. Our specialised
team and executives oversee our security strategy and
enforcement by regularly and strictly monitoring the
implementation of security standards internally.

INTRUSION PREVENTION

System protection by an intelligent
web application firewall
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DATA SEGREGATION

We enforce data separation and
ensure that data are not mixed-up

E VULNERABILITY SCANNING
Code and infrastructure are regularly
——

scanned for vulnerabilities

PRIVACY AND DATA PROTECTION

Your privacy and data will always be protected. We operate
in compliance with the European data protection regulation.
We only use the information necessary for the operation.
You will maintain ownership of your data.




